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T
he dependence in medi­
cine on technology to 
deliver services is contin­
uously growing. The 

number of microprocessor-based di­
agnostic, therapeutic, and patient­
monitoring devices used in the 
clinical environment is ever·increas­
ing. As device malfunctions are 
noted and investigated by clinical en­
gineers, increases in the number of 
device failures attributable to inter­
ference generated by equipment 
producing electromagnetic energy 
in the radio frequency (RF) spec­
trum have been documented. Warn­
ings are issued by manufacturers 
and agencies that monitor the safe 
uses of biomedical instrumentation. 
For the most part, manufacturers 
and agencies depend on reports 
from institutions using the affected 
products. In spite of the risks to de­
vices, and therefore to patients, 
many events attributable to electro­
magnetic interference (EMO go un­
reported. The clinical engineer, 
educated in the causes and effects of 
EMI, is capable of implementing a 
risk-reduction program that in­
cludes training for users, environ­
mental assessment, identification of 
possible sources, and mitigation of 
the risks (wherever possible) result­
ing from these conditions. 

Years of research have shown that 
all clinical facilities, whether in ur­
ban, suburban, or rural areas, are 
subject in varying degree to the ef­
fects of EM!. The quantity of docu­
mented incidents of EMI affecting 
clinical devices may represent but 
the tip of the iceberg. Experiences 
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during investigations of EM! at 
Texas Children's Hospital, St. 
Luke's Episcopal Hospital, and vari­
ous other facilities indicate statisti­
cally that many events demonstrably 
attributable to EM! go unreported. 
Under-reporting appears to be 
caused by lack of training and 
knowledge in the identification of 
EM!-related device failures, lack of 
reporting structure, and concern 

with a potential admission of implied 
risk that could result in subsequent 
litigation. 

BENEFITS OF 
CONIROLLING THE 
ELECfROMAGNEfIC 
ENVIRONMENT 

Patients as well as the facility in 
which they are cared for are depen­
dent on the reliable operation of clini­
cal devices. Reliable operation is 
complicated by an environment 
made ever more hostile by increas­
ingly complex impinging electromag­
netic fi elds emanating from a variety 
of sources. This has resulted in the in­
crease of momentary, partial (visible 
and invisible), and complete failure of 
clinical devices due to EM!. Failure of 
active clinical devices increases risk 
to patients and reduces cost-effective­
ness, because use of the device is re­
stricted until the cause of failure can 
be diagnosed and corrected. There­
fore, a comprehensive program for 
managing EM! through monitoring, 
education, and control has proven to 
be of benefit in terms of both risk 
avoidance and cost containment. 

ROUTESTOA 
SUCCESSFUL PROGRAM 

In order to be successful, a pro­
gram for managing the risks asso­
ciated with EM! must have the 
following elements: 

• Facility commitment fo r the oper­
ation of a comprehensive program 
supported by qualified personnel 
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and test equipment appropriate 
for the tasks required, including 
the performance of the necessary 
tests and analysis and interpreta­
tion of the test data. 

• Qualified personnel educated in 
both the science and technologies 
related to EMI and trained in its de­
tection and mitigation. The primary 
requirement is a knowledge of RF 
generation and propagation. One 
path to the attainment of the knowl­
edge and appreciation (almost an 
instinct) of the nuances of RF prop­
agation is through the pursuit of 
the avocation of amateur radio, a 
hobby that requires study and 
proof of knowledge demonstrated 
through Federal Communications 
Commission-sponsored examina­
tions to attain operating privileges. 

• A plan of education that includes 
care givers who use medical de­
vices, security and plant person­
nel, and other users of hand-held 
radio transmitters, biomedical 
equipment technicians, and ad­
ministrative personnel. Personnel 
performing educational functions 
should be able to describe the risk 
potential of EMI on devices in var­
ious clinical areas, the steps nec­
essary to report EMI incidents, 
and how to mitigate the effects. 

• Procedures for reporting, investi­
gating, and monitoring incidents 
of EM! and their results. These 
procedures should include sched­
uled footprinting of high-risk 
areas and prepurchasing finger­
printing of representative types of 
incoming devices. * 

• Cooperation with manufacturers 
in the development of devices 

*See "Testing for EM! in the clinical envi­
ronment," by W.D. Papennan, Y. David, and M. 
Martinez, on the recommended reading list. 
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with higher immunity to EM! and 
proper maintenance procedures 
that sustain the properties of the 
devices as they relate to suscepti­
bility to EMI. 

HINTS AND KINKS: 
THE GIVEN OF 
GHOST HUNTING 

Unlike most applications of mainte­
nance of electronic and electro­
mechanical devices, the detection 
and mitigation of the effects of EM! 
have been likened to "ghost hunting." 
Conventional troubleshooting tech­
niques provide limited results when 
we are looking for the cause of EM!. 

To be successful in the detection 
of EMI and the mitigation of its ef­
fects, the clinical engineer must un­
derstand and fully appreciate the 
following guidelines: 

• Approach each instance of EM! 
from a fresh perspective. There is 
more than one way EM! can affect a 
device, and therefore the path to 
mitigating the effects of EM! varies. 
At Texas Children's Hospital, we 
have demonstrated that identical 
devices placed in close proximity to 
each other do not react identically 
when exposed to an RF field. 

• Observe the RF environment care­
fully. !t is constantly changing. 
New licenses for radio-based ser­
vices are issued daily. More unli­
censed devices are being added all 
the time. Careful observation of the 
current RF environment coupled 
with acquisition of data during 
an aggressive footprinting/finger­
printing program will provide a di­
rection toward the solution of 
specific EMI problems. 

• Involve care givers in the investi­
gation of a device failure. Careful 
questioning by an educated clini­
cal engineer can provide the engi-

neer with valuable information 
about a particular EM! problem 
and at the same time educate the 
care giver in important ways. 

• Understand that there may not al­
ways be a tidy solution to a specific 
problem. Successful detection of 
the cause of specific EMI will not 
necessaJily point to a practical 
method of mitigating it. Sometimes 
alternative solutions must be 
sought, ranging from more aggres­
sive supervision of the affected 
device when in clinical use to re­
placement by a device with greater 
irrununity to EM!. 

• Find a place in the building that 
provides some degree of shielding 
from RF sources that originate out­
side. Appropriate locations would 
be basement or sub-basement ar­
eas, preferably in the center of the 
building, or a radiology area that is 
still shielded but no longer used. 
Such an area, after footprinting, 
will be the area in which individual 
devices will be fingerprinted. 

• Maintain and repair clinical de­
vices properly. A device might pass 
all bench and manufacturer's tests, 
but because cabinet hardware was 
not properly seated, it may now be 
susceptible to electromagnetic ra­
diation. Or because internal spray 
shielding used in the control of de­
vice susceptibility is worn or other­
wise damaged, the device may be 
more likely to affect other devices 
through leakage of electromag­
netic radiation. Add procedures to 
the regular maintenance schedule 
that include inspection and rectifi­
cation of the RF containment seals 
and shielding. 

• Set repeatable measurement pro­
cedures based on standards such 
as those recommended by ANSI, 
IEEE, FDA, and others. Realize 

MARCH/APRIL 1998 



CLINICAL ENGINEERING MANAGEMENT 
.--------------------------------------------------------------------------------. 

that RF emissions and their ampli­
tudes are different in each facility, 
and therefore an institution may 
need to deviate from testing stan­
dards to produce a viable program 
of EMI management. You should 
know how deviation from a pub­
lished test protocol might affect 
device performance results. 

Responses by institutions have 
been varied and range from aggres­
sive, adequately funded and staffed 
EMI reduction programs to apathy 
based on disbelief. The most com­
mon complaint encountered is the 
lack of personnel with experience in 
the dynamics of RF and related EM!. 
Following closely is lack of funding to 
meet the equipment requirements for 
successful "ghost hunting," limiting 
mitigation options. Last is a diminish­
ing number of institutions that do not 
yet believe that EMI poses a threat to 
diagnostic and therapeutic clinical de­
vices and, consequentially, risk to pa­
tients utilizing those devices. It is 
hoped that further education of clini­
cal, technical, and administrative staff 
will further reduce the number of 
such institutions. Therefore, clinical 
engineers are faced with the chal­
lenge and responsibility to guide 
these institutions toward safer patient 
care environments. 

CASE HISTORIES: 
MEMORABLE GHOST 
HUNTS 

Case A. Telemetry on one floor 
of a multistory facility was intemlit­
tently displaying error codes and loss 
of data. Spectrum analysis revealed 
the presence of a recurrent but not 
time-repetitive pulse. Questioning of 
staff revealed that this occun-ed dur­
ing the testing of a newly installed fire 
alarm system. Working with the fire 
alarm personnel, the floors and then 
circuits were isolated, one at a time. 
Finally the annunciator (A/V unit) 
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circuits one floor below the affected 
area were shut down. The pulse dis­
appeared. The fire alarm company 
had installed different, higher pow­
ered A/V units on the floor below, a 
mechanical floor. These A/V units 
utilize strobe lights. On discharge, 
these devices emit a very steep, very 
narrow spike, and the telemetry an­
tennas were receiving these pulses. 
Because the pulses were of such 
short duration, the preamplifiers in 
the antennas and in the receivers 
were not saturating or being desensi­
tized by these pulses. The pulses 
were actually passing right through 
the RF portions of the telemetry sys­
tem and essentially corrupting pa­
tient data bytes. 

Case B. An example of the ap­
plication of footprinting and finger­
printing that may have prevented an 
incident occurred when the radiol­
ogy department was buying new 
telemetry equipment. Footprinting 
revealed that the background level 
in that department was about 67 mi­
crovolts (fL V). Fingerprinting a rep­
resentative telemetry transmitter 
showed a received signal level at the 
standard test distance of 1 meter to 
be 12 fL V above the background 
level. An insufficient signal-to-noise 
ratio (ratio of a received signal to 
background noise) could cause intol­
erably long periods of loss of a usable 
signal throughput. The testing of the 
telemetry transmitter (fingerprint­
ing) is done under controlled condi­
tions at a fixed distance. However, 
the patient will not normally maintain 
a 1 -meter distance from the receiving 
antennas. As the distance between 
the patient and the receiving antenna 
increases, the amplitude of the re­
ceived signal lessens and degrades as 
it approaches the level of the back­
ground noise. As the signal degrades, 
the level of acceptable data degrades. 
If the degradation is great enough, 
there is a high probability that, if a pa­
tient is in cardiac distress, the teleme-
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try system will not be able to recog­
nize the emergency. 

Case C. An example of the 
"ghost that wasn'f involved a report 
of intermittent interference to an 
EMG device in a physical therapy de­
partment at a hospital. The depart­
ment felt that this was being caused 
by the MRI department, which is lo­
cated directly above the area in which 
the affected device was located. A 
spectrum analyzer was set up to mea­
sure electromagnetic fields that 
might be leaking from the shielded 
MRI facility. No leakage was detected 
during the test period. Further inter­
views with the doctors and staff led 
the clinical engineer to perform a 
somewhat unorthodox series of tests. 
The filtration on the EMG was broad­
ened, and the leads were laid out un­
terminated on the couch on which 
patients were placed. During this pro­
cedure, when pressure was applied to 
the couch cushion, the baseline of 
the EMG machine would vary syn­
chronously. It appeared that any mo­
tion in the immediate vicinity of the 
device would cause this baseline 
shift. Based on the results of these 
tests and the material composition of 
the environment (vinyl cushions on 
the couch, highly waxed vinyl floor), 
it was determined that the problem 
was electrostatic, not electromag­
netic. The intermittent aspect of the 
problem was attributed to the fact 
that hydrotherapy baths were loca­
tions two doors away from the EMG 
room; their use from time to time 
would raise the humidity sufficiently 
to reduce the potential for intense 
electrostatic charges. A decidedly dif­
ferent ghost hunt! 

SUMMARY 
The management of EM! and risk 

control in the clinical environment 
presents the clinical engineer with 
new challenges and responsibilities. 
The keys to successfully meeting 

these challenges and responsibilities 
are education, cooperation, and the 
ability to be creative in the quest 
for solutions to problems of ever­
increasing complexity. Experience in 
detecting and analyzing test results, 
which is gained over time, enhances 
the skills that clinical engineering 
professionals bring to this challenge. 

Attention to EM! risks has been 
influenced by a number of factors, 
including a spirit of cooperation be­
tween manufacturers and users, 
concerns over patient care and per­
ceived product efficacy, and an in­
creasing number of regulations by 
European and U.S. regulatory agen­
cies. As a result, device emissions 
are being reduced and device immu­
nity to EM! is improving. 

Further improvements in device 
immunity are still needed . The radio 
spectrum with regard to intentional 
radiators is in a continual state of 
flux. As industry attempts to im­
prove labor efficiency through the 
use of radio communications, new 
and higher-powered sources of 
RF-both internal and external to 
the physical plant-appear each day 
in the clinical environment. Since 
the distance between intentional ra­
diators and potentially susceptible 
devices is usually beyond the con­
trol of an institution, industry must 
continue to reduce device suscepti­
bility. There should be a stronger di­
alogue between institutions (even if 
they do not have proactive EM! re­
duction programs) and manufactur­
ers to identify ways to improve 
device immunity to EM! and to in­
crease product designers' and users' 
awareness of potential problems. 
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